Ilo mamepuanam HLIITH (Hayuonanvheii yewmp
UH@OPMAYUOHHO20 NPOMUEOOCUCTBUS MEPPOPUIMY U
IKCmpemusMy 6 o06pasoeamenvHou cpede u cemu
Humeprnem)

«be3zonacuas Cerb»:
Kak 3aIIHTHTBCH OT MOIIEHHHYECTBA H TPaBJIH B HHTEPHeTe

B usparensctee «Anpnuna [labnumepy Boinuia kaura «BesonacHas CeTb: ITpaBuna
COXPAaHEHHS PCIYTallid B 3MOXY COLMAIBHBIX MeJHA M TOTAIbHOM MyOIHYHOCTHY.
Ee aBrop — mmcarens u mpodeccop 6usnec-mkomsr Dpuk Kyanman, H3BeCTHBI
CBOMMH paboTaMH O HHGPOBONH 3KOHOMHKE W COLHMAIBHBIX ME/IHA. TheVillage
IyOJIHKYET COBETHI M3 KHUTH O TOM, KaK M36e5XaTh npo6ieM B HHTEPHETE.

7 coBeTOB MO 3alIHTE JIHYHBIX JaHHBIX

» TlomMHuTe: Bam cMapT(OH yA3BHM. Y6enutech, 4TO Ha BAlIMX KOMITBIOTEpAX,
MOOHWIIBHBIX YCTPOMCTBAX M IIEPEHOCHBIX TalXeTax YCTaHOBJIEHBl TOCJIEIHHE
TIPOTPaMMHBIC  CpPeACTBa 3amuTel. Ilogame o6HOBns#iTE 3TO mporpamMMHOe
obecnieveHue.

» He nome3syiitecs my6nuunsiMWi-Fi ams ¢uHaHCOBBIX onepauuid. Eciu B
nmonp3yerech NyomudHbIMWi-Fi B rocTHHHIE HIH pecTopaHe, He IIPOBOIHTE
OaHKOBCKHMX OIepalHi, ONmepalyii ¢ aKUUSMH HIH JPYTHX BaXKHBIX (HHAHCOBEIX
TPaH3aKUWH. 3aHUMalTeCh UMH B 6€30MMaCHOCTH, IOMa.

» Ocreperaiitecs GecruatHoro Wi-Fi. IlpecTynHuKH, 3anMMaromuecs KpaxkeH
JIMYHBIX JAHHBIX, YaCTO Ha3bIBAaIOT TOYKH JocTyna K Wi-Fi opuimansHeiMu iMeHaMu
PasMUYHBIX MECT, B TOM YHCJIe TOCTHHHI, a3PONOPTOB HIIH PecTOpaHoB. Hampumep,
TOYKa JOCTyIa MOXeT Ha3blBaThCs «freewifin mmm «hotelwifin. Eciiu B MOJIb3YeTeCh
3THMH HE3aIUINEHHBIMH CETSAMH, BBl pUCKyeTe. Eciii BbI He yBepeHsl, kakoit Wi-Fi
OQHUMATBHBIA, IIPOCTO CIIPOCHTE CIy)Xallero a’3poropTa, aIMHHHCTPaTOpa
TOCTHHHULBI WK OQUIIMAHTA.

» Wsberaiite QUIIMHT-MONIEHHHYECTBA. B ciiyyae momyuenns mo 3NIEKTPOHHOH
ToYTe MHCEM OT KOMIaHWH, 62HKOB MJIM [IPYTHX OpraHM3alMil He IepeXoIuTe Mo
cceutkaM. ['opaszo 6e3omacHee 3aiTH HANPSIMYIO Ha CTPAHHIBI STHX CAlTOB H HANTH
KOHKPETHOE MpEIOKEHHe WM BOMpoc. ECIH Bbl Bce-TaKH pemdTte mepeiiTH no
cchlIKe, yoenutech, yto URL npasunbHeiit. Hanpumep, www.bankofamerica.com, a
He bankofamerica.randomsite.com. MOIIEHHHKH CO3JAOT MOINENbHBIE CaiiThl W
TOZUIETIbHBIE MEHIIBI, IIPHTBOPSSICh W3BECTHBIMH KOMIAHHSMH. Tak y MOIIEHHHKOB
TMOSBJISETCS BO3MOXHOCTB YKpacTh Ball TapoJIb H JTHYHYIO HHPOPMALHIO.

» He mnybnukyliTe BaKHYI0 JMYHYIO HHQODMAIHIO B COLHANBHBIX CETSX.
BribupaiiTe ceKpeTHbIe KOHTPOJIBHBIE BOIPOCH], HA KOTOPhIE HEBO3MOXHO OTBeTHTH



¢ momombio HHbOpPManuH, pa3MelleHHOM Ha Bamel crpanune B Facebook.
Hcnonb3y#Te CI0XXHBIE TApOJIH AJIS BCEX CBOMX YUYETHBIX 3aIIMCEH.

» Hcnone3ynTe ClOXHBIE MMApOJIM, BKIIOYAIOLIUE B ce0sS CHMBOJIHI, umpllazm %4
OYKBBI B BEDXHEM M HMXKHEM PETUCTpE, Ul 3alUTHl BalllUX JUYHBIX JAHHBIX. cn;/II
BaM B FOJIOBY HUYEro He MPHUXOAHUT, Ionpobyiite MeTon MHeMOHUKH. Hampumep, «
pomuIics B HbIO-HOpKCKo# GonbHuile Mepcu B 1975 rony» npespamaercs B «SIp@H-
#6MB1975r». Wcmone3yiite pasHble mapoid, MOTOMY 4TO BOpaM JIerde IMOJyIHTh

MOCTYN K Balled JIWYHOW MHQPOpMAalWM, KOTAa BBl HCIIONB3YeTE€ OMUH M TOT XKe
TIapoJib Ul CBOMX YUETHBIX 3aIIMCEH.

» XpaHwute TIOATBEPXK/CHUE 3aKa3a. 3aBEepIUUB IOKYNKH OHJIAHH, BBl YBHIWTE
CTpaHMIy IMOATBCPXICHUS, HA KOTOPOH NepeqrciIeHbl MO3UI[MH Balllero 3a1<a32: )54
yKa3aHa HHQopManus o KITUEHTE, IPOAYKTE U HOMED NoATBepkAeHUsA. Pacnieuaraiite
SK3CMILLAP CTPaHWIbI TOATBEPXKICHHUS, a TAKKe CTPAHHILy C YKa3aHHME€M Ha3BaHHUSA
KOMITaHWM, €¢ IMO4YTOBOro ajpeca, Homepa TeiedoHA H IOpUINYECKHE YCJIOBHA,
BKJIIOY4asd MONMTHKY BO3Bpara. XpaHWUTE 3TH PACIIEYaTKH B TEYEHHE rapaHTUWHOTO
nepwona / mepuona Bo3Bpara. IIpomaBen; Taxke Moxer OTIPaBUTh BaM IIO
JNIEKTPOHHOM IIOYTE COOOIIEHHE C NIONTBEPXKACHUEM 3akasa. CoxpaHHTe H/HIH
pacrneydaTainTe 3T0 COOOIEH e, KaK molOyro Ipyryro NEPENUCKy ¢ KOMIIaHUSIMH.

10 coBeTOB 0 TOM, Kak 0Ge30nacuTL ce0sl M CBOIO CEMBIO B HHTEpHeTe

> He myGnuxyiire doTtorpaduu Bammx nereit ¢ MOATIMCAaHHBIMH UMEHAMH.
> He myGnukyiiTe naTel oThe31a B OTIIyCK ¥ BO3BpAICHHs JOMOI.

3amurnaiite cBoit Wi-Fi u YCTaHaBIIMBaWTe Ha Hero I1apOJIb.
He myGnukyiite doTorpaduu, Ha KOTOPBIX BHIHBI HOMepa Barmeif MalllUHEI,
aJipec u Apyras JIMYHast HHGOpPMALHS.,
He nummre nomrocTeio cBoe MM, afpeC WU NaTy POKIEHHs B IyOJIMYHBIX
npodunsx. Yem MeHbIue BBl Harmie

T€, TEM JIydIle,
He my6muxyiite MaTEpHaJIbl, U3 KOTOPBIX MOHSATEH BAII CXCIHEBHBIN rpadux
VI TIPUBBIYKH.

IIpakTukyiite OesomacHyo paboty B MHTCPHETE M HCHONB3YyHTE TONBKO
3allMINeHHbe caTel. [IpoBepsiiTe Hammume «https://» mpu mone3oBaHMK
KPEAUTHOM KapToif. «S» 03Hayaer «

(GalllUIIEHHBIN) (secure).
OYEHDb BHHMATEJIbHO  YuTaiiTe NOJIUTUKY
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KOHOMIEHIHATEHOCTH,

CBOMMHU IETBEMHU NOTEHUHATLHEe OTIaCHOCTH MHTepHeTa. [lycTs
Balll nuasor Gyner OTKPBITEIM.




0 COBOTOB TEM, KTO CTAN e

v VV V¥V

PTBOk KHGepTpaBaN

OGparnrecs 3a nomowwbio K T€M, KOMY BbI 0BepsieTe.
He yaansiire OCKOpOHTENbHBIE COOGIIEeHNs. Byl MOXETe He YHUTaTh WX, HO
NPAHHTE B KQUECTBE I0KA3aTe bCTRA,

He orseuaiire na OckopOnenus. Bamu orsers: pas3azo

AROT HM HYBCTBO 3HAYHMMOCTH M BIIUSHHSL
3aGnoxkupyiite ornpasutens OCKOPOUTENbHBIX COOOIIEHHIA.

CooGumre 0 npobneme BallleMyHHTEPHET-NIpoBakiiepy, aIMUHUCTpALIMH CaiiTa
W B IIOJHIHIO,

PMBAKOT arpeccopos u

Bhl He MOxere KOHTPONMPOBATH NEHCTBHUS TeX, KTO BAC TPABHUT, HO BHI MOJKETe
KOHTPOIIHPOBATH CBOIO

peakuuro. Ecinu ouu CMOTYT BBIBECTH Bac U3 cebs, OHH
noGenmnu.



